Lecture 17 — Malware
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Malware definition and goals

e \WWhat is malware?

— Set of instructions that run on your computer and do something an
attacker wants it to do.

 Muddled Taxonomy, but difference primarily

— How they get on your machine
— What do they do



What Can Malware Do?

* Pretty much anything
— Payload generally decoupled from how manages to run
— Only subject to permissions under which it runs

 Examples:
— Brag or exhort or extort (pop up a message/display)
— Trash files (just to be nasty)
— Damage hardware (Stuxnet)
— Launch external activity (spam, click fraud, DoS)

— Steal information (exfiltrate)
* CorunaiOS exploit kit (2026) steals financial information, cryptocurrency

— Keylogging; screen / audio / camera capture
* Robbins v. Lower Merion School District

— Encrypt files (ransomware)

* Possibly delayed until condition occurs
— “time bomb” / “logic bomb”



Key logging and Password Stealing

b1inkl182, asdfasdf, startrek, passwOrd, nintendo, athur
cocacola, 1lovegod, footballl, emmanuel, dan1e11e bill
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CryptAcquireCertificatePrivatekey, MsiGetComponentPatha
=;q=0, Content-Length: %Tu, Content-Encoding: binary, L
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Favorites.dat, History.dat, addrbk.dat, quick.dat, “Tur
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Explorer'Profiles, PasswordType, InitialPath, Ftpsite.x
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bitkinex.ds, Software‘ExpanDrive'Sessions, “ExpanDrive,
_Password, Software'\NCH Software‘\ClassicFTP\FTPAccounts
Software'\Fling\Accounts, Software\FTPClientiSites, Soft
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_Software’, Gpera Softﬂare, Last Directory3, Last Install
wiseftp.ini, FTPVoyager.ftp, FTPVoyager.gc, “RhinoSoft.
prefs.j=s, signons.txt, signonsz.txt, signons3.twxt, SELE
SeaMonkey, ‘Mozilla'SeaMonkey’,, 1F10ck13ru~ser1, WMozil
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zite.dat, LastPassword, LastAddress, Lastbser, LastPort
FTP++. L1nk shelT'open’, conﬂand Connections.tut, sites.i
full address:s:, .TERMSRV/ . s1tes xml, SOFTWARE Robo-FT
InftiaWDirectory, ServerType, SoftwarekLinasFTPkate Mz
NppFTP.xm1, ‘“Notepad++, Software'\CoffeeCup Software, FI
destination port, FTP destination cataleg, FTP profiles
ServerList.xml, NexusFile, ftpsite.ini, FastStone Brows
Computing'WinZip FTP, Software'Nico Mak Computing'\WinZi
NowvaFTP. db, %I hSthNare hovaFTP .oeaccount, <POP3_Pass
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Logged Passwords List

Title:M=M Mezzenger
TimeWednesday, OF-30-2003 174706
UzerfameWiliam_21492@botmail.com  Passwaord: pass21492

Title: Y ahoo! Mezzenger
TimeWednesday, OF-30-2003 174502
UzerMame:jerryd3  Pazsword: malibuca

TimeWednesday, OF-30-2003 1753
keystrokes:

jerrya3

tnalibucs Passwords Stealer

Remote Password Stealer ;

ves you are right, hope you considet

: . . Typed |trl=+8 =alt=+=ctrl=+5
Title: America 2nline

TimeWednesday, OF-30-2003 17:558:
UzerMame JAMES Pazsword: purple

E-mail  |[fvi@arywwhere com

lI Clear Log Exit

Title: Y ahoo! Mail - The best free web-bazed emaill - Microsoft Internet E:-:pln:urer

nin=ztall

Wiewne Pz

Teszt Email

account.cfg, account.cfn, “BatMail, “The Bat!, Software RIl,Ine Batl, WOTKING DIrectory, Programbir, oMiP Emall Aooress, oiip
Server, SMTP User Name, NNTP Email Address, NNTP User Name, NNTP Server, IMAP Server, HTTP User, HTTP Server URL, IMAP User,
HTTPMail Server, SMTP User, POP3 Port, SMTP Port, IMAP Port, IMAP Password2, NNTP Password2, SMTP Password2, POP3 Password, IMAP

Password, NNTP Password, HTTP Password, SMTP Password,

Identities, Software\Microsoft\0ffice'\Outlook \OMI Account

Manager‘Accounts, ‘Accounts, identification, identitymgr, inetcomm server passwords, cutlook account manager passwords,
identities, Thunderbird, ‘Thunderbird, FastTrack, CTient Hazh, STATUS-IMPORT-0OK, YCreateToolhelp3ZSnapshot, "CoTaskMemFree,
yvInternetCrackUrla, {InternetCreatelUrla, 6inet_addr, =gethostbyname, 'connect, &closesocket, Gsetsockopt, !WSAStartup,

alnTloadUserProfile




Logic Bombs

* Alogic bomb is a program that performs a malicious action as
a result of a certain logic condition.

* The classic example of a logic bomb is a programmer coding up
the software for the payroll system who puts in code that
makes the program crash should it ever process two
consecutive payrolls without paying him.

* Another classic example combines a logic bomb with a
backdoor, where a programmer puts in a logic bomb that will
crash the program on a certain date.



The Omega Engineering Logic Bomb

FEBRUARY 23, 1998 VOLUME 15, NUMBER 8

NetWorkWOrI d-

THE NEWSWEEKLY OF ENTERPRISE NETWORK COMFUTING:
* An example of a logic bomb that was A VieW illtO a
actually triggered and caused damage is
one that programmer Tim Lloyd was
convicted of using on his former Iletwork attaCk
em ployer, Omega Englneering Net administrator charged in SIOM “logic bomb” case.
Corporation. By Ellen Messmer outall the files n l ompany’s

Bridgepert. Conn Novell, Inc. network-hased servers.

* OnlJuly 31, 1996, a logic bomb was * ;:;" :,)J.‘:l'
triggered on the server for Omega “‘””’( i ‘. e
Engineering’s manufacturing operations, 3‘:f;,-;;,;};{:?,}:53;,-,'z;;1;,w O% f:',’,l.:j.:f"‘.,;‘,,{,',",,(,f‘,u:,,,,:
which ultimately cost the company ::’.‘.‘:;'.';::1‘;,';;‘::::,;::' P s e
millions of dollars in damages and led to i

it laying off many of its employees. Lo e cifocvurkprogam et buochaf

dmlgnm. \\h the company said  delete commanc
planted a l_\.\-h.:wd logic bomb  Byrnes, vice president for servers
that went off after his job was ter-  and systems management strategy

minated. The logic bomb wiped See Bomb, page 16




The Omega Bomb Code

The Logic Behind the Omega Engineering Time Bomb included the following
strings:
— 7/30/96
* Event that triggered the bomb
— F:
* Focused attention to volume F, which had critical files

— F:\LOGIN\LOGIN 12345
* Login a fictitious user, 12345 (the back door)

— CD \PUBLIC
* Moves to the public folder of programs
— FIX.EXE /Y F:\*.*
* Run a program, called FIX, which actually deletes everything

— PURGE F:\ /ALL

* Prevent recovery of the deleted files



LOGIC BOMB SET OFF SOUTIH
hOREA CYBERATTACK

~
-
-
:
-
-

A disconnected computer monitor is seen at a newsroom of Korean Broadcasting System
(KBS) at its headquarter in Seoul, South Korea, Wednesday, March 20, 2013. Computers
networks at two major South Korean banks and three top TV broadcasters went into
shutdown mode en masse Wednesday, paralyzing bank machines across the country. Photo:
AP/Kim Ju-sung, Yonhap



Siemens logic bomb

* David Tinley, a Siemens contractor inserted logic bombs which
caused malfunctions after certain dates

* Siemens was paying Tinley to fix the issues he had caused

* Eventually, he was caught and pleaded guilty



Ransomware

Cryptolocker 2.0

Your personal files are encrypted

Info

Your important files were encrypted on this computer: photos,
videos, documents , etc. You can verify this by click on see files
and try to open them.

Encryption was produced using unique public key RSA-4096
generated for this computer. To decrypt files, you need to obtain
private key,

The single copy of the private key, which will allow you to decrypt
the files, is located on a secret server on the Internet; the server
will destroy the key within 72 hours after encryption
completed. After that, nobody and never will be able to restore
files |

Your files will be lost
without payment on: To retrieve the private key, you need to pay 0.5 bitcoins.




Petya Ransomware

The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There is= no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step Z.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://www.torproject.orgs". If you need
help, please google for “access onion page”.
Z. Uisit one of the following pages with the Tor Browser:

http: s petyad?hStbhyvki.onionsPFI9UVUR3
http: - spetyabkoahtsf?sv.onion/PIVJRI

Enter your personal decryption code there:

cdSPP4-JUZrRr—pHM3xia—gXxpmf B—vGWoRf -FfMphl-XTUzUn—-{mFeelU-of b94y—-Hu3caa-
rBlgmU-d jYAEH-BWEakz-wr85W-BbsCzw

If you already purchased your key, please enter it below.

Key: Bx3qrHMH jmkrN9 jfd
Decrypting sector 83£34 of 126464 (652)




University of Mississippi Medical Center

Feb, 2026 ransomware takes
down University of Mississippi
Medical Center

Ransomware targeting hospitals
is on the rise

Eric Shelton/Mississippi Today



Rootkits

* A rootkit modifies the operating system to hide its existence

— E.g., modifies file system exploration utilities

— Hard to detect using software that relies on the OS itself
* Operation:

— Intercept system calls for listing files, processes, etc.

— Filter out malware's files and processes

— Example: Magic prefix -- SsysSfilename

— Diagram:

— Applications --> System Call ---> (Rootkit) --> Kernel

— <--Results --- If call is from rootkit application (e.g. SsysSrootkit.exe), don't
filter!



Virtual-machine based rootkits (VMBRSs)

Appl App2

Appl App2 Target OS
Target OS ——
Hardware Hardware

Before After

infection infection



GrayFish boot steps

Process Master Boot

Record (MBR)

Load Volume Boot Record (VBR)

1. Disable disk error reporting

2. Using custom NTFS support, find BootPack file on HDD
3. Using an encryption key specifically prepared

for this computer, decrypt and run Bootpack

Load malicious VBR

1. Find legit OS loader in the memory

Patch Windows loader 2. Patch O loader by adding maliious m

\
Load Windows kernel and } Load Windows Boot Manager
boot drivers (up to Windows XP) I (Windows Vista+)
8

Patch first loaded

R First loaded driver patcher
legit driver

(
I

Patch 15t loaded legit driver by malicious I
payload |
|

I

I

‘Wait until winload.exe & loaded and patch it

Load Windows kernel and boot
drivers (Windows Vista+)

Patch first loaded
legit driver

Launch Windows kernel

e
|
| Patch 15t loaded legit driver by malicious
I payload
J

Intercept first legit
driver boot

1. Find in Windows registry an ypted pointer on
2. Decrypt the pointer and find an encrypted orchestrator registry location
3. Load, decrypt and run kernel-mode orchestrator

Launch kernel-mode
orchestrator

1. Based on unigue HDD serial number value, find an encrypted
Launch user-mode Virtal File in Windows registry

orchestrator 2. Decrypt the index map and find the main module location
3. Load, decrypt and run the main module - user-mode orchestrator

* Probably NSA malware
* Infects MBR on hard drive Rl o | e o et v ey

* Patches Windows at boot
* Injects code into specific processes

1. According to malw: wait for the y
processes to be launched, and inject malicious payloads into them
2. Launch malicious tasks by timer

Infected Windows is loaded

GREAT  KASPER{KY?

© 2015 Kaspearsky Lab



Backdoors

A backdoor, which is also sometimes called a trapdoor, is a hidden
feature or command in a program that allows a user to perform
actions he or she would not normally be allowed to do.

When used in a normal way, this program performs completely as
expected and advertised.

But if the hidden feature is activated, the program does something
unexpected, often in violation of security policies, such as
performing a privilege escalation.

Usually enable remote access to the attacker



Juniper ScreenOS Backdoor

ROM: B013DCAC STR R12, [SP,BOx30+var_24] ROM: B813DCLY STR R12, [SP,#0x30+var_24]

ROM:B813DCE 8 LDR RO, =aSCtUUNSSipsDip ; "»>> %s(ct=%u, un="%s", ROM: B813DCLHE LDR RO, =aSCtUUnSSipship : ">>» Zs{ct=%u, un="%s",
ROM: B813DC54 LDR R1, =afAuth_admin_int ; “auth_admin_internal™ ROM:8813DCLC LDR R1, =aAuth_admin_int ; “auth_admin_internal™
ROM:BB13DC58 BL sub_558F7% ROM: 8813DC580 BL sub_558818

ROM: 0B13DC5C ROM: BO13DC54

ROM:B8813DCSC loc_13DCSC ; CODE XREF: auth_admin_internal+2ctj ROM: 8613DC54 loc_13DC54 ; CODE XREF: auth_admin_internal:2ctj
ROM: 8813DC5C ADD R8B, RS, Hbxuh ROM:8813DC54 ADD R8, RS, #Ox6C

ROM:@8813DCA6@ LDR R1, =asunSU ; "<<< %s{un="%s") = Zu" ROM:8813DC58 BL sub_147224

ROM:0813DCHA BL strocmp ROM: 8813DC5C MOUS RO, RO,LSL#1G

ROM: B013DC6HB CHP RB, #o ROM: B813DC6B MOUNE R?, 11

ROM:B813DCAC BHE loc_13DC78 ROM: 8813DC6Y BHE loc_13DDDE

ROM:B813DC7 @ HOW RB, HOxFFFFFFFD ROM: B813DC6E LDRH R12, [R5,H#Bz68]

ROM:BO13DCTY LDHDB R11, {R4-R8,R11,5P,PC} ROM: BB13DCHE ADD R12, R12, HO=FFOB

RNM=-QA019nr7e - POM=AR1I2INCTA ann 192 172 HOoavEE

 Dec. 2015 Juniper issued an advisory that unauthorized code had been introduced
into some of their firewall devices

* One of the pieces of code is a backdoor with a hard coded password: “<<<
%s(un="%s’) = %u”

 Designed to look like a printf format string

* On the left, the modified disassembled firmware is passing that string to strcmp

 (There was a separate backdoor involving random number generators which was
more complicated to exploit)



How does malware manage to run?

Buffer overflow in network-accessible vulnerable service

Vulnerable client (e.g. browser) connects to remote system that
sends over an attack (a driveby)

Social engineering: trick user into running/installing
“Autorun” functionality (esp. from plugging in USB device)

Slipped into a system component (at manufacture; compromise of
software provider; substituted via MITM)

Attacker with local access downloads/runs it directly
— Might include using a “local root” exploit for privileged access



Insider Attacks

* Aninsider attack is a security breach that is caused or
facilitated by someone who is a part of the very organization
that controls or builds the asset that should be protected.

* In the case of malware, an insider attack refers to a security
nole that is created in a software system by one of its
orogrammers.




Trojan horse

Software that appears to perform a desirable function but is actually designed to

perform undisclosed malicious functions

— Spyware: installed by legitimate looking programs, then provides remote access to the computer,
such as logging keys or sending back documents

— Adware: shows popup ads
— Ransomware: encrypts data and requires payment to decrypt




CrashFix (2026)

* Fake ad blocker impersonates uBlock
Origin Lite

Microsoft Edge has detected potential security
threats that may compromise your browsing

* Displays a fake security warning

You need to manually fix this:

* Tricks users into running PowerShell ! Openwin R

2 PressCtrl +V

commands 5 ri

I ® The repair d was copied to your
* Installs a remote access trojan ot yosrhoing vou yo o
manually copy and run the command
below:

edge.exe -fix-browser -hash="7Z7sCq... =~ O




Adware

W o %] ;ﬂ (o

addvess | {G] btpiljvwmw.casinodebio.cony

— = - You've been chosen to receive a
oring rv—— FREE Gateway Desktop Computer!

el intel Pentium 4 Processor 2.66 GHz

256MEB DDR-SDRAM, BOGE HD_ 48x CD-RW
19-inch Cotor CRT Monitor (18-inch viewabie)
Click Here to Claim Your FREE Desktop Computer!

T ariaa Oa tab  lla be NONA

£l

Address g] !-Qw;”www,

A'[ = v =3 Go Links *

sidefind —— \ \?/ Cick 0K to dowrdoad our free software whis browsing the site favel « ) Practicsl «
vvred by | T117d4
| ui\ir‘

e ON-NET )

Caz [w] - o 2

Since 1996, over 8,000,000
people have enperienced Caszino
Qne

v, Casinoonnet.con

) onl C
Banksd by Ouality

Top 50 online cazinos ranked by
quality and payout rate -,

- A

PTRII-] e 7Y Vo W I WY —

£] bane

drmr warbe e ol tha rrrs dar redoae




Code Injection Exploits

* Client software exploit (e.g. PDF, Flash, MSWord, etc.)

/ > H.'.'.-,‘:Iﬂ‘, j ’
Reply with Malicious PDF Windows -

< Server System

 Network-based exploit (HTTP, File, RPC servers, etc.)

Directly Deliver Exploit Buffer ”f!

P> Microiph
GET /<exploit buf><shellcode buf> Windows
Server System




How a typical exploit kit works

The exploit page finds out what your
computer is vulnerable to...

— The webpage contacts an
F exploit landing page

..and chooses exploits that will
You visit a spedifically infect your computer

compromised webpage , | .
¥

N | |
I:I .



Coruna iOS Exploit Kit (2026)

JavaScript framework identifies model of iPhone and version of
I0S

Based on that, loads a WebKit remote code execution exploit

Bypasses pointer authentication code mitigations designed to
stop ROP and other control-flow hijacking attacks

Chain of exploits ends with payload that steals financial
information and can download and run additional code



Malware That Automatically Propagates

e Virus = code that propagates (replicates) across systems by arranging to have
itself eventually executed, creating additional, new instances of itself
— Generally infects by altering stored code
— Typically with the help of a user

* Worm = code that self-propagates/replicates across systems by arranging to
have itself immediately executed, creating additional, new instances of itself
— Generally infects by altering running code
— No user intervention required

* (Note: line between these isn’t always so crisp; plus some malware
incorporates both styles)



Computer Viruses

* A computer virus is computer code that can replicate itself by
modifying other files or programs to insert code that is capable
of further replication.

* This self-replication property is what distinguishes computer
viruses from other kinds of malware, such as logic bombs.

* Another distinguishing property of a virus is that replication
requires some type of user assistance, such as clicking on an
email attachment or sharing a USB drive.



Brain

."Q'
i
U

0

First PC virus

ol

-

.-

-

.-

r—
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Virus Phases

Dormant phase. During this phase, the virus just exists—the virus is laying
low and avoiding detection.

Propagation phase. During this phase, the virus is replicating itself,
infecting new files on new systems.

Triggering phase. In this phase, some logical condition causes the virus to
move from a dormant or propagation phase to perform its intended action.

Action phase. In this phase, the virus performs the malicious action that it
was designed to perform, called its payload.
— This action could include something seemingly innocent, like displaying a silly

picture on a computer’s screen, or something quite malicious, such as deleting all
essential files on the hard drive.



Infection Types

Overwriting

original code-

— Destroys original code

virus

Pre-pending
— Keeps original code, possibly compressed

Infection of libraries

— Allows virus to be memory resident

C

— E.g., kernel32.dll

Macro viruses
— Infects MS Office documents
— Often installs in main document template
— LaTeX typesetting system viruses

/N




Degrees of Complication

* Viruses have various degrees of complication in how
they can insert themselves in computer code.

Virus
Header Virus

Code -
Code Original
% Virus % Program
Code 2

Headesr Header

Part 1
Original f o Jump
Criginal Program Criginal
Program Program




Worm

 Worm = code that self-propagates/replicates across systems by
arranging to have itself immediately executed
— Generally infects machines by altering running code

— No user intervention required



Rapid Propagation

Worms can potentially
spread quickly because
they parallelize the
process of propagating/
replicating.

Same holds for viruses,
but they often spread
more slowly since they
require some sort of user
action to trigger each
propagation.




The Arrival of Internet Worms

Worms date to Nov 2, 1988 - the Morris Worm

R
. i
Way ahead of its time W i
. . . © o8
Employed a whole suite of tricks to infect systems ... ‘:‘o“‘oec"&w?v;%ﬁﬁ- w*‘:,
e e o
; sy.l:o“u e et Wg\w o

— Multiple buffer overflows (“gets” function in finger server) WS

\
(\

WO et
— Guessable passwords P
. . . . . . T
— “Debug” configuration option in sendmail that provided e
shell access ‘

— Common user accounts across multiple machines
... and of tricks to find victims
— Scan local subnet

— Machines listed in system’s network config, e.g.,
/etc/hosts.equiv, /.rhosts

— Look through user files for mention of
remote hosts, e.g., .forward, .rhosts



Droppers

http://pastebin.com/download.php?i=1YzPHtum

|
1 ®>\ http://212.76.130.99/bt/bt/get5.php
| \ http://savepic.ru/7237013.png

http://savepic.ru/7234965.png

C# code reconstructs
another .net assembly

C# code launchs 3Ko x86
obfuscated dropper

Dridex dropper

Ressources o X86
Ciphered and compressed d
ropper

Payload

« botnet 120 »
Payload launched 50.63.174.16 : 6443 (C&C)

\ J

r— ~\ 79.143.191.147 :6443 (download)

@ Dridex DLL

Final payload launched




Bridging the how and what of malware: Botnets

Collection of compromised machines (bots) under (unified) control of an
attacker (botmaster)

Method of compromise decoupled from method of control
— Launch a worm / virus / drive-by infection / etc.

Upon infection, new bot “phones home” to rendezvous w/ botnet
command-and-control (C&C or C2)

Lots of ways to architect C&C:
— Star topology; hierarchical; peer-to-peer
— Encrypted/stealthy communication

Botmaster uses C&C to push out commands and updates



© 0N U WwNE

Example of C&C Messages

Activation (report from bot to botmaster)
Email address harvests

Spamming instructions

Delivery reports

DDoS instructions

FastFlux instructions (rapidly changing DNS)
HTTP proxy instructions

Sniffed passwords report

IFRAME injection/report S —

botnet circa 2008
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