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Cars: a review

= Pervasive computer control (Ef
= ECU interconnections driven b
and capabllity requirements
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Oakland 2010, we showed...

= Safety-critical systems can be compromised
= Selectively enable/disable brakes
= Stop engine
= Control lights

" Owning one ECU = total compromise
= ECUs can be reprogrammed (while driving!)

= Key question: Do we need physical access!

[Oakland' 0]  Koscher et al. Experimental Security Analysis of a Modern Automobile.
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Threat model

= Attacker capabllities
= Indirect physical access

= Short-range wireless si
= Long-range wireless sig

= Attack surfaces: what
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Indirect physical

= Definition:
= Attacks over physical in

= Constrained: Adversar
the physical interfaces h

" xtends attack surface
to that of the device
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Indirect physical

= Definrtion:
= Attacks over physical interfaces

= Constrained: Adversary may not directly access
the physical interfaces herself

" xtends attack surface
to that of the device ‘
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Short-range wireless

= Definrtion: Attacks via short-range wireless
communications (meters range or less)
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Long-range wireless

= Definrtion: Attacks vi
communications (mil
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Long-range wireless

= Definrtion: Attacks via long-range wireless
communications (miles, global-scale)

Rps Mm

Radio SATELLITE

RADIO

woLiNIA oecurity, August 10,201 |



Long-range wireless

= Defintion: Attacks via long-range wireless
communications (miles, global-scale)

......

Radio ...
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Attack surfaces explored in depth

= Components we comp
* Indirect physical: diagnos
* Indirect physical: media
» Short-range wireless: Bl
* | ong-range wireless: cell

= Every attack vecto
car compromise



Overall methodology

" xtract device'’s firmware

= Read memory out over the

= Desolder flash memory chiy
= Reverse engineer firmwar

= |DA Pro

= Custom tools
= |dentify and test vulnerabls
" Weaponize exploits
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Indirect physical:
Media player attack

= Code for ISO-9660 lead

= Attack |:Vestigial radio re

= Attack 22WMA parsing b
= Karl writes an on-radio

" |nsert CD containing ma
= Completely compromis
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Short-range wireless:
Bluetooth attack

" Common embedded Bluetooth
stack on telematics unit

= strcpy() bug

= |, Malicious, paired device can
compromise telematics ECU
= Android trojan

= ). Can undetectably pair a device
= USRP software radio

= Brute force PIN
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Long-range wireless:
Cellular attack




Long-range wireless:
Cellular attack

Tele-
matics




Long-range wireless:
Cellular attack
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Long-range wireless:
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Long-range wireless:
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Long-range wireless:
Cellular attack

= Call telematics unit
= Transmit malicious pa

= |nstantiation |. Implem
= |nstantiation 2. Play MP
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Post-compromise control

" Wireless channels are ga
= Remotely trigger code fr

= TPMS: proximity trigger
= FM RDS: broadcast trigge
= Bluetooth: short-range tar
= Cellular: global targeted tr

= We implemented all of t
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Example: IRC over cellular

" |nstall IRC client on telematics u
= [argeted/broadcast commands
= Download additional functional

= #osce [3] [+s]: CANPKT 000f E L 87 28 04 ff 88 -J OJE3

~ |Karl
‘Steue
‘| Steve|

[16:47:07]
#ioscc
[16:47:087] <wwsxfsj> boot time = 2e3a34082, pin = 8544
[16:48:17] <KarlInTheOffice> CANPKT E 0004 02 061

[16:48:53] <KarlInTheOffice> CANPKT E L 006f 87 20 064 ff 88
[16:48:59] <KarlInTheOffice> CANPKT E L 06064 82 01

* yuwsxfsj (0a@185.sub -.com) has

[16:49:22] * UCSDCar (oa@1.sub .com) has joined
#ioscc

[16:49:22] <UCSDCar> boot time = ab7608c7, pin = 6831
[16:508:47] * Steve|laptop ( ) has joined #oscc

[16:51:21] <KarlInTheOffice> CANPKT 6088f E L 87 20 04 ff
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* wwsxfsj (0al@185.sub -.com) has

{wwsxfsj> boot time = 2e3a3402, pin = 8544
<KarlInTheOffice> CANPKT E 0064 02 061
{KarlInTheOffice> CANPKT E L 006f 87 20 04 ff
<KarlInTheOffice> CANPKT E L 06064 02 01

* UCSDCar {(oal@1.sub .com) has

<ucsbCar> boot time = ab7608c7, pin = 6831

* Steve|laptop ( ) has joined
{KarlInTheOffice> CANPKT 006f E L 87 20 084 ff
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Car theft

= Compromise car

= | ocate car (via GPS)
= Unlock doors

= Start engine

= Bypass anti-theft
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Survelllance

= Compromise car
= Continuously report G

= Twitter-like service
" Stream audio recorded

= Detect voice (VAD)
= Compress audio
= Stream to remote comp
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Stepping back: Why!

" | ack of adversarial press
= Code rife with “old” vulne

* Internals of components fi
= |ncorrect assumptions bet
= Almost all bugs found at c
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Where to go from here!

= Stakeholders responding
SAE, USCAR, US DOT
" Short term: lessons from
= Cheap software update = Li
= WX (aka. DEP) "
= ASLR = R
= Stack cookies = R

= Static analysis e
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Where to go from here!

" | ong term — more cha
= Constraints

= Low margins

= Complex business mod

= Which are hard; which
= Safety most important

= Fall stop vs. fall safe
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Summary

= Current autos have broad (and increasing)
external attack surface

= We demonstrated real attacks that
compromised safety-critical systems

" |ndustry and government are responding
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